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Ransomware:
From a SME concern to
a critical infrastructure topic
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Ransomware:
A strong push at fedg al level ‘
& a REAL geopoliticalftopic
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MAJOR TAKEDOWNS

TIER 1
The "Most Wanted”

Ryuk
Used for millions of ransomware
attacks (1/3 of the total)

286 attacks since 2020

DoppelPaymer
203 attacks since 2020

Conti
517 attacks since 2020

Egregor/Maze 5})
206 and 266 attacks since 2020

Netwalker 6’})
144 attacks since 2020

... but a new generation is ready

TIER 2

Rising stars

Avaddon
182 attacks since March 2020

88 attacks since March 2020

DarkSide Q)
99 attacks since August 2020

Pysa/Mespinoza
232 since August 2020

Ragnar
32 attacks since Dec. 2019

SunCrypt
45 attacks since Oct. 2019

L ELTS
More than 5 attacks since August 2020

TIER 3
Emerging groups

Cvartek.u45
Since March 2020, no attacks

Exorcist

Since July 2020, no attacks
Gothmog

Since July 2020, no attacks

Lolkek
Since July 2020, no attacks

Muchlove

Since April 2020, no attacks
Nemty

Since Sept. 2020, no attacks
Rush

Since July 2020, no attacks
Wally

Since February 2020, no attacks
XINOF

Since July 2020, no attacks

Zeoticus
Since December 2019, no attacks
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TOWARDS A REDUCTION OF ATTACKS?

As groups start to limit their range of target

DarkSide Leaks

> d NEw pi

ted DarkSide |

Based on our principles, we will not attack the following targets:
® Medicine {(or hospitals palhiative |

o BlackMatter Ransomware

Rules

We do not attack:

Hospitals.

Critical infrastructure facilities (nuclear
power plants, power plants, water
treatment facilities).

Oil and gas industry (pipelines, oil
refineries).

Defense industry.

Non-profit companies

Government sector.

If your company is on that list you can ask us for

free decryption.
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TOWARDS A REDUCTION OF ATTA
But remember in March 2020...
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RANSOMWARES
A vision fueled by our incident response field feedback

Ivsis of STILL THE of this year’s incidents are due to a
Analysis o major
security incidents
that led to the interruption of business activities on average for the
or severe compromises of the IS ATTACKS L A !
TARGETING of cases where the backups were
Ransomware, still threat n°1 rendered
°°°°°°°°°°° =Tl ALWAYS THOUGH of ransomware attacks used the

AD as
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THE RANSOMWARE BUSINESS MODEL... TOO PROFITABLE TO STOP

Access Broker o Affiliates

Targets :
Banks, industries,
institutions, providers...

9 Ransomware as a Service

eventual affiliates to take affiliates to use their solution in
their malware into = order to lock someone’s IS R, R I e RS
@-@ into target’s IS

MaaS is used to load
Raa$S into targets IS

5 - ﬁ
m Gives the opportunity to m Gives the opportunity to eventual Mala/faﬁrltleagisau::rfl?fe o

someone’s IS i3
W

Y. 7 4 and encrypt it
T V' X
|
Money laundering 1 Raas transfer money to affiliates
which pay a "service fee”
Mixer/Mules
. ane Nate 7
Average profitability alln ‘\"
from 200% to 800% 8 L
R SCWAY
- 8¢ ° Target pays the ransom
| ) D )%

Maa$ : Malware as a Service
RaaS: Ransomware as a Service



TO PAY OR NOT TO PAY?

CERT-W: A reduction from 20% to 5% of payment ransoms in 1 year

Typical reasons not to:

X 0D

Same legal impacts especially
on privacy

Decoder not always working

Data integrity is not ensured

Same delay to recover

& authorities are increasing pressure:




Now,
what 1S the situation for

TIER-1 COMPANIES?



FEEDBACK FROM THE BOARDROOM

Did you see what happened to our competitor?! Could it
happen to us?! What would we do if it did?!

DOESN'T THIS CYBER INSURANCE COVER
THE RANSOMWARE RISK??

RANSOMWARE GROUPS DID THEIR DIGITAL
TRANSFORMATION SO MUCH FASTER THAN US...

Seems like a profitable business, should we try?

DO WE HAVE A BITCOIN ACCOUNT??
What should we do to improve? What is

the benchmark?

QUESTIONS? COMMENTS?
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TIER 1 COMPANIES ARE STILL LACKING KEY RANSOMWARE CONTROLS

We have selected 31 anti-Ransomware controls within the W-CyberBenchmark
comparing the most critical topics in the light of the latest attacks.

Intrusion

N Web
S~ protection

Patchs Ampl ification

Antimalware

Firewall & IPS ) Threat Detection

Intelligence

Administration
Proxy rights

PYITRRY Coordination Resilience
Obsolete g tools
Employee assets processes
awareness Back External
Hardening Log ackup  sypport
management strategy
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TIER 1 COMPANIES ARE STILL LACKING KEY RANSOMWARE CONTROLS

We have selected 31 anti-Ransomware controls within the W-CyberBenchmark
comparing the most critical topics in the light of the latest attacks.
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A RESPONSE THROUGH “"ANTI-RANSOMWARE"” PROGRAMS

e
weo

L US (o] AMPLIFICA

VULNERABILITY MGMT M
THIRD PARTIES

OQQ

BUDGET BET

1.5M€ - 50

10 PROJECTS

4 MAIN STREAMS REBUILD

CRISIS MANAGEMENT

RESILIENCE DETECTION
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9% INTERCONNECTIONS
RECERTIFIED

USING HANDS ON

DASHBOARDS FOR THE ey
ToP MANAGEMENT =

G

% EDR % PRIVILEGED ACCESSES
DEPLOYMENT SECURED

VULNERABILITY MGMT

THIRD PARTIES

ANSSI SCORE
ON RELEVANT
AD

# SECURED
CORE
REBUILD INFRAS

CRISIS MANAGEMENT

# CRISIS % ENTITIES WITH A
EXERCISES DETECTION BASELINE

PRESENTED THREE TIMES THE BASIS FOR ALL USED TO CALCULATE CIO

A YEAR TO THE CEO BUDGET REQUESTS AND CISO BONUSES
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ACTIVE DIRECTORIES

The main target

© WAVESTONE
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ACTIVE DIRECTORIES: overview of 5 projects

Prior to AD project

EXAMPLE 1 EXAMPLE 2 EXAMPLE 3 EXAMPLE 4
# EMPLOYEES 160 000 100 000 145 000 200 000
3 forest
AD 70 forests 50 forests 10 forests 10 domains
ARCHITECTURE 120 domains 300 DC 15 domains 70 DC
# DOMAINS
ADMINS 80 200 } 10 15
PROJECT DURATION 18 months 12 months
PROJECT BUDGET 15Mé€ S5M€

QUESTIONS? COMMENTS?
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After AD project

%R

EXAMPLE 5

10 000

6 forests
7 domains
9 DC

12 months

PAVS

© WAVESTONE 18



ACTIVE DIRECTORIES: how are projects usually structured?

€€€ SEGREGATION & ADMINISTRATION MODEL
» Tier0& Tier 1

FORESTS RATIONALIZATION £€
& DC DECOMMISSIONING

Quickwins on abondonned forests: old M&As, projects
termination, unused apps...

Workplace & Cloud: get close to IT transformation projects

€€ HARDENING & CONTROLS

Inactive accounts, vulnerable certificates, weak
Kerberos encryption...

Do not forget servers & applications
Pingcastle, Purple Knight, Tenable...

BACKUP EXTERNALIZATION €
& REBUILD TESTS

QUESTIONS? COMMENTS?
my.beekast.com/assises20
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TIER 0: NOT JUST DOMAIN CONTROLLERS & ADMINS!

I
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PRIVILEGED ACCESS
WORKSTATIONS |
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BACKUP SERVERS |
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HYPERVISOR

AND CREATE A TIER O
TEAM ABLE TO MANAGE
THE WHOLE ENVIRONMENT

10/15 PEOPLE WITH
DEDICATED ((«.
WORKSTATIONS

© WAVESTONE 20



TIER 1: CATCH WIDE-SCOPE ACCOUNTS

Scan servers
to identify all accounts with admin rights

Identify WIDE accounts

by counting occurrences on servers

Have fun looking at what's inside
AD groups

Remove and secure
Correlation with inventories, bastion, IAM ...

And redesign operational processes

Helpdesks, local admin teams...

Field feedback (((.

~5 hours for 20k servers
with an efficient script

Define a limit and stop there:
50 windows servers

3 groups can equal to 15
groups and 3000 accounts

Takes up to 6 months for
service accounts

© WAVESTONE
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THE LAST STEP TO FIND THE
UNKNOWN... GET READY! o -

GROUP POLICY CREATOR OWNERS@BGTEST.LOCAL
ADMINISTRATOR@BGREST.LOCAL

LERS@BGTEST.LOCAL

BOB@ BGTE. .LOCAL @ WIN-SI6NEKZRCAE.BGTEST.LOCAL

ADMINISTRATORS@BGTEST.LOCAL

AdminTa

_MEM il

. . ALICE@BGTEST.LOCAL
CLIENT2.BGTEST.LOCAL ITSUPPORT@BGTEST.LOCAL SUPPORT@BGTEST.LOCAL @



am Microsoft WAVESTONE

Sécurisation de

’Active Directory

et d’Azure AD

Enjeux et trajectoires de transformation

QUESTIONS? COMMENTS?
my.beekast.com/assises20

A joint Microsoft & Wavestone

publication

© WAVESTONE
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BACK TO "ANTI-RANSOMWARE"” PROGRAMS

OQQ

BUDGET BET

1.5M€ — SOiI

10 PROJECTS

4 MAIN STREAMS

QUESTIONS? COMMENTS?
my.beekast.com/assises20
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VULNERABILITY MGMT M
THIRD PARTIES

REBUILD
CRISIS MANAGEMENT

AN

RESILIENCE

DETECTION

AMPLIFI

e
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REBUILD
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REBUILD

0 What to rebuild? Define your scenario(s): amplification vectors & destruction level.

BUSINESS APPS INFRASTRUCTURE




REBUILD

BUSINESS APPS

Improve rebuild capabilities

- ‘ E.: »  Define rebuild timeline & responsibilities

»  Write rebuild plans & Test the rebuild time and mechanisms

Identify THE most critical
business functions and their
impact tolerance

10 to 30 business

chains ) ‘ .  Define no-IT business workarounds
"\‘ ...but requires strong cooperation from the business

w7

Target rebuild by design
</ , « Transform old & build new apps with continuous integration / continuous deployment
« Use cloud platform as an accelerator to automate rebuilding

QUESTIONS? COMMENTS?
my.beekast.com/assises20 O ST
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REBUILD

INFRASTRUCTURE

P)
51010 Gain up to 50%

core infrastructures of reduction of rebuild time
(AD, DNS, DHCP, WSUS/SCCM, (from 11 days to 4 days)
backup, bastion, hypervisor, EDR)

',)) KEY TAKEAWAYS FORM RESILIENCE PROGRAMS

= :

HARDEN BACKUPS SECURE CORE INFRA
HARDENED INFRA / IMMUTABLE BACKUPS AD REBUILD DELAY COULD
D-1 FOR APPLICATIVE DATA IS ENOUGH BE SHORTENED UP TO 1 DAY

200k€ to +10M€

from tactical measures to
huge investments on backup
infrastructures

]

PREPARE MASSIVE REBUILD
OF WORKSTATIONS

USB KEYs, VDI, Azure AD JOIN...
TO REACH THOUSANDS OF WKS /DAY




BACK TO "ANTI-RANSOMWARE"” PROGRAMS

L US (o]

VULNERABILITY MGMT M
THIRD PARTIES

OQQ

BUDGET BET

1.5M€ - 50

10 PROJECTS

4 MAIN STREAMS REBUILD

CRISIS MANAGEMENT

RESILIENCE DETECTION
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BACK TO "ANTI-RANSOMWARE"” PROGRAMS

INTRUSION AMPLIFICATION

VULNERABILITY MGMT m
THIRD PARTIES

A4

REBUILD

AN A

RESILIENCE DETECTION







INTRUSION L AMPLIFICATION
VECTOR | VECTQR&TARGET

1 '_'_’f‘nyp.Q rVisbr é Linux
T r I. /fé i\ |

' Third parties

Antlmallware & system

Insider threat
manag emén{ platform




L US (o] AMPLIFICATION

VULNERABILITY MGMT M
THIRD PARTIES
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ANY
QUESTIONS?

Gérome BILLOIS

Partner
gerome.billois@wavestone.com
(+33) 6 10 99 00 60

@gbillois ¥

Matthieu GARIN

Partner REBUILD
matthieu.garin@wavestone.com

(+33) 623153195

@matthieugarin CRISIS MANAGEMENT

RESILIENCE DETECTION
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